Chinese Hackers

In the summer of ’05 a story broke about a group of Chinese hackers who were successful at breaking into a number of US sites including military sites. Although not ignored, the story did not receive much attention. During November however it started to be noticed again, mainly because, once again, someone lost his job by trying to do the right thing. The fact that a foreign government appears to be paying hackers to steal documents from the US military is not the lead story.

The group has been designated as Titan Rain by the US government. They seem to be a group of about twenty hackers spread around Asia who break into US sites then forward whatever they stole to the Chinese government. How do we know this? A guy named Shawn Christopher who works, oops, used to work at Sandia National Labs discovered Titan Rain’s activities. He decided to break into one of China's network routers and installed a tiny program which sent email to him every time one of the hackers sent something to the Chinese government.  He has documented what they stole as well as to whom they sent the items and when they did it.

What was his reward for working to protect the US? For starters, he was fired, followed by the FBI investigating him. He was found innocent by the FBI, but was not reinstated; instead he has been forced to sue to get his job back.   It looks like the embarrassment suffered by the military and the national lab outweighed the importance of cyber security.

The story was covered in Time Magazine and the Washington Post in August, 2005. In November CNET News covered the story. He was an employee of Sandia National Lab during the day. At night he worked for the FBI and the military to track Titan Rain in chat rooms. He had noticed them a year earlier, but only worked with officials for about four months until his employer found out what he was doing and fired him. Sandia Labs is under the auspices of the Department of Energy, not the military. The research work performed there is highly classified and does relate to national defense. In fact, they have served the country well for many years. Mr. Carpenter was actually employed in cyber security with a top-secret level clearance, which naturally has been taken away from him.

Plans and specifications for helicopters, missiles, and jet planes were among the stolen files. Among the victim sites were:


1. U.S. Army Information Systems Engineering Command at Fort Huachuca, Arizona. 


2. Defense Information Systems Agency in Arlington, Virginia. 


3. Naval Ocean Systems Center, a Defense Department installation in San Diego, California.


4. U.S. Army Space and Strategic Defense installation in Huntsville, Alabama. 

The Military claims that no classified sites were broken into, but this short list looks as though there ought to be a bit more concern. I would hope that no sites of this nature would be vulnerable at all.  It gets worse when you realize that the United Kingdom is experiencing the same problems. By the way, this list was just from one night. The problem has been known for at least a year, perhaps as many as three years. It is hard to image just how many documents have been taken.

There are a couple of possible viewpoints on this issue. It can be seen as a cyber security problem which gets everyone, at least the media,  excited because it is about the Internet and new technology. Another point of view is that it is old fashion espionage using the new technology. The cyber security viewpoint is often dismissed after the media attention wanes by those responsible for repairing the flawed systems that made it possible for hackers to break in. It is a little more difficult to comprehend why espionage can be dismissed so easily.  Perhaps machines were left vulnerable because disinformation was left available for the taking. There is no way to know for sure, but we are left with many unanswered, important questions, not the least of which is why Shawn Christopher needs to sue his employer to get his job back, especially since he appears to be pretty good at cyber security.

It seems to me that at least once a year a high profile firing of someone in the security field shows up. So far the most public incidents involve authority and control of individuals who have moved beyond the understanding of their employers. Expertise in computer and network security is hard to come by. To do the job well requires a deep understanding of many other areas in addition to the demanding disciplines within security itself. Some examples include networks and protocols, Windows and Linux systems administration, detailed hardware design, writing code, investigations, and databases. When it comes to writing programs one should be able to read assembly language and use techniques to turn an executable binary back into a high level language.

Inside security there is major demand on one’s intellect working with cryptology, threat analysis, statistics, number theory and so on. If an individual has become an expert in all of these areas, the investment has been significant and should not be cast aside in a cavalier fashion. Our intelligence agencies (CIA and FBI) have discovered traitors within their midst who were functioning for years. This is a paradox. How could it happen that someone who is helping to secure the nation is discovered and terminated fairly quickly, while a real traitor goes about his business undisturbed for years and years?  My opinion, (and that is all that it is my personal opinion) is that the wrong criteria are being used to determine who is helping and who is spying: loyalty is more important than reality. Not much different than “It is better to look good than to feel good” with apologies to Billy Crystal.
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