Crimeware
The transition of criminals to the digital age appears to have passed a tipping point. The growth of criminal behavior has been steady for more than a decade, but like anything that grows somewhere along the line a critical mass is reached. It is a bit like the amount of automobile traffic that reaches the point where a traffic light becomes necessary. In this case the viruses, worms, trojan horses and bots which have been around for quite a while are not just for obtaining bragging rights for the authors. The point has been reached that these kinds of attack software, known as malware are routinely up for sale, either as software or as a service.

Symantec, one of the largest anti-virus companies, has released its eighth Internet Security Threat Report covering the period from January 2005 through June 2005. These reports have been issued every six months for four years. This one is 106 pages long. They gather information from 24,000 sensors spread throughout 180 countries.  They also have over 2 million decoy email accounts set to monitor phishing and spam emails. This global network monitoring system is both impressive and effective. 
The trends they report are alarming. For example, once a vulnerability has been made public, the average time for an exploit to appear is six days. On the other hand, it takes the software vendor another 48 days on top of the first six to release a patch. That is close to two months in a world where tens of thousands of computers can be infected in an hour or even minutes. Users and systems managers do not have a chance with these odds, especially when you consider that Symantec found 1862 new vulnerabilities during the six month period of the study. That is about 10 new problem sources every day of the week. Other scary trends include the for sale signs on botnets. If you would like to have a business competitor's web trashed or flooded with so much traffic that no sales can be made, just send cash. This is a Denial of Service attack, which was seen on average 927 times a day. Yes, every single day. The most attacked industry was education followed by small business. The traffic report shows 5.7 million phishing messages a day. Symantec alone blocked over a billion phishing emails in six months. Spam email is 61% of all email and there are billions of email messages. 
There are two fundamental forces at work. First, we now use computers for almost everything, from the actual computer on your desk, on your lap or in your pocket to hidden chips in your phone, television and car. We are very, very dependent on the computing infrastructure that processes your credit card and distributes energy in the form of electricity and oil. We are all quite used to email communications and information gathering using the World Wide Web. Booking hotels, airlines and watching traffic in another part of the world is the usual way we do things today.
All of this makes for a target rich environment for criminals. Your personal information is one of these targets.  Almost 75% of the top 50 malicious code samples that Symantec found were targeted at gathering personal information. A previous column had detailed the stolen databases of personal information at a number of colleges. It is easy pickings for a technically sophisticated individual or group to create software to steal information. The unsophisticated criminal can simply pay them to write code or use the resources already developed, just like when we buy a car. The software crackers are now just a business selling to whoever is willing to pay.  For many of us it sounds like arms dealers or drug dealers, but this is the second fundamental force, profit. If there is dollar to be made, someone will make it.

There are a few helpful things that we all can do and a few we can not. Keep in mind that in some places doors can be left unlocked without your neighbors coming into your home. However, the Internet allows people to go through the digital doors from anywhere in the world. If each person protects their computer by upgrading to the most recent version of whatever operating system they have and keep the patches (service packs, updates, fixes) at the current level, it will be of considerable help. If each person uses a personal firewall and an anti-virus program, that will also be helpful. All these steps will make most computers less vulnerable, but this is not enough to stem the tide of criminals using current technology. 

Without being critical of law enforcement in their efforts to protect us, the federal CAN-SPAM Act passed a couple of years ago has only resulted in a few arrests. Law enforcement in general has come a long way in terms of technology sophistication, but it is obvious that they are unable to keep up with the bad guys. Their problem is not only that they do not have enough expertise, but they also do not have the resources.   I have spoken with a number of LE personnel who tell me that they are the only one who handles computer forensics in their department. Almost every crime today involves some kind of computer forensics, including cell phones, because so much evidence is in bits and bytes. Email, web histories, spreadsheets and so forth are records for almost everything we do. The shear quantity makes it an almost impossible task to comb through it all to find that one key piece of evidence. The spammers set up a site, hijack the computers of unknowing users, send out millions of spam, then disappear only to start over. By the time police get a handle on it, the spammer is four cycles down the road.

The situation is the same for phishers, thieves and scammers of all kinds. We have entered a period of crime that is far more difficult to cope with than every before.
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