Another Threat to Technology, Another Threat to Free Speech

Mike Lynn used to work for Internet Security Systems. He resigned Wednesday morning July 27, 2005, the day he was to give a presentation at the annual Black Hat Conference. His resignation was prompted because ISS tried to stop his presentation under pressure from Cisco Systems. This incident is just the latest legal hassle involving computer security researchers who tried to make their findings public. As usual, the circumstances are a bit complicated, but at the time the issue is simple. No large vendor of software or hardware wants the world to know if there are flaws in their product which can be exploited by the bad guys. Microsoft has been going through this for years.

Cisco is the company that makes the routers which connect most of the networks around the world. Finding an exploitable vulnerability in something that holds the entire Internet together is a really big deal. It is the kind of problem that can bring down the entire world's network, so it is not surprising that Cisco, and others, would want to protect the routers. The source of the problem is that the routers are really just computers dedicated to a particular purpose in this case they maintain tables that list the routers near them so they can forward packets to them. It is a lot like the US Post Office that sends your letter to the next Post Office on route to its destination. Imagine that each Post Office could no longer accept mail from any other Post Office, or that matter, send any mail.

Cisco wrote their own operating system called IOS instead of using one already in existence. They made it smaller and more efficient for their purpose because there were no users, except an administrator. They built in some security, but not enough.  As much as I like digital technology, I still understand just how immature it is and just how vulnerable. It has always been a matter of when, not if, someone, somewhere would find a problem in the software. 

Unfortunately, Cisco, like other big companies, has chosen the legal route to deal with a technical problem. They threatened a lawsuit, so ISS tried to stop Mr. Lynn from speaking. He resigned rather than be censored. Cisco then threatened him with a lawsuit. He gave the presentation anyway. His presentation slides were circulated around the Internet in a matter of minutes ensuring that the information would get out whether or not he gave the presentation. Cisco should understand the basic design of the Internet was to keep communications alive even if parts were cut off.    By trying to censor the presentation, they simply drove the presentation around the world and have now caused almost every security researcher to view them with suspicion.
Mike is only one guy in Cisco's sights. Cisco is a very large, powerful company with an army of lawyers. There was no choice but for him to settle with Cisco on Friday. The Black Hat Conference management allowed Cisco employees to rip the presentation out of their conference proceedings.  He had planned to give the same presentation again at another hacker conference, DefCon, but under the agreement he did not do so. He also agreed to give up the names of any people or websites that had been given the code. What no one can do is to find all the people who have download, emailed or shared the presentation and code beyond what Lynn knows about. Trust me, that it is a large number. You can bet on the fact that the necessary knowledge is in the hands of people who know what to do with it.  I am not in favor of crackers causing damage or committing crimes, but I believe in the need for flaws such as this to be public and for the vendors to fix them. You can also be sure that someone somewhere will come up with new attack code without telling Cisco or anyone else that they have done so.
The story actually started last January when Cisco had found a problem, which they fixed. ISS had found a similar problem and decided to have Lynn work on finding an exploit by reverse engineering IOS. Everyone was on board with the process until Lynn discovered that you run shell code under IOS, which Cisco simply did not believe to be true. Cisco knew about the presentation well in advance. Moreover, the IOS code had been stolen twice. It was not until Cisco became convinced that Lynn was correct that they tried to stop him. Fixing flaws is one problem, realizing that your code can be used in a completely unexpected manner is a different problem. To me, it appears that Cisco panicked because they were so sure of themselves.

Unfortunately, now it is a little late to stop the runaway train. The FBI is investigating him, although no charges have been filed yet. Mike is out of a job from a company that turned on him after they asked him to take on the task. And the publicity has caused the exploit information to be spread out of control.   It will take Cisco a while to fix the problem. They asked that the information be kept under wraps for a whole year. My guess is that the expected exploit code will appear long before that.
Lynn will probably find another job and not go to jail. Cisco will fix the problem. The Internet will not collapse.  In the future we will all be back where we started, with one exception. In my opinion, large companies will not have learned their lesson. Technology, both digital and otherwise, is leading towards a world where secrets are going to be very difficult to keep. That means we are losing our privacy as individuals, but it also means organizations are also losing their privacy. We would be better off finding a new way to deal with this problem instead of using old strategies which do not work. 
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