Spam is Really Out of Control Now
By now everyone who uses a computer connected to the Internet knows what spam is all about. It is junk mail, unsolicited commercial email, sent out in bulk. Bulk is large, tens of millions of email sent at one time. It is really cheap, so cheap that even if less than one thousandth of percent responds, there is profit to be had. The situation is so bad that the US government passed a law, the United Nations has sponsored conferences to figure out what to do, the European Union is doing the same, and a number of countries are ready to pass their own laws. Spammers who will eventually be prosecuted can expect to go to jail.

Spam has branched out into phishing and pharming, moving from a nuisance to crimes of fraud and theft. Ciphertrust, an anti-spam appliance vendor, estimates that direct mail costs about $1.39 per person, so if you have a $20 item to sell, only one person in fourteen needs to buy that product to reach the breakeven point. In sharp contrast, spam costs about $0.0004 per person, changing the breakeven point to one person in 50,000 for that same $20 item. With the capability of sending millions of emails per day, the profits are very attractive. 
The spam issue is not new. About a year and a half ago, the UN OECD workshop produced a substantial background paper for the participants. It details some interesting numbers. The paper quoted from the Radicati Group which estimated almost 5 trillion spam emails were sent world-wide in 2003 (yes, trillion with a T), about 50% of all email sent. 
Understanding the cost of receiving spam is a bit tricky. If I delete spam from my home computer, there is no cost associated with it because I am not being paid. There is a cost of my time and an annoyance factor. In contrast, the business world can calculate the costs, although there is still some debate on exactly how to do this. In general the cost of the time lost by an employee can be determined. There are also costs associated with the technical staff, the network resources, purchasing anti-spam products, etc. More difficult costs are associated with security risks and potential legal liabilities. For all of these reasons we find a range of numbers associated with the cost of spam. The conservative numbers use just the lost productivity cost.  
Nucleus Research produced a report two years ago with a follow up report one year ago. Their results showed that 1.4% of each employee's time was spent on spam. This costs $874 per employee per year in 2003, even after spam filtering. One of every 72 employees' productivity was lost to dealing with spam. Moreover, for every 690 employees, a business required an additional employee to manage all the spam. The second report saw the numbers doubled in the following years to a cost of $1934 per employee per year in 2004. An unsettling fact was that the filters became less useful in reducing the amount stopped, from 26% to 20%. The issue was not that the filters were less effective, in fact they had improved, but the volume of spam had increased dramatically.  The best filters today advertise 100% effectiveness. Perhaps the filters will eventually prevent the spam from reaching the desktop, which does not seem to be the case yet. And even if they do, it does nothing to slow down the traffic flow of spam.
An IDC report released about six months ago pointed out that in 2003 only 70% of the companies they surveyed used spam filtering technology. In 2004, they expected that number to go to 90%, which still leaves 10% without some sort of protection. Ten percent may seem like a small number, but there are about 10 million businesses in the US with less than 100 employees, leaving about 1 million with filters. And none of this helps us in our homes.
Three basic types of anti-spam technology are out there. One is the software application, which is purchased and run on a computer. The second is an appliance which generally means hardware with some suite of software on it. It is connected to your network, often running all of your email services. The last is a hosted service. You pay them to handle all of your email off site. They will filter and deliver your email, similar to the average home user who lets their ISP take care of their email. Most companies have handled their own email, but with the spam problems so severe, the hosting option has become more desirable than in the past.
 According to the IDC report, in 2003, the leading company in the software sector was Brightmail (since purchased by Symantec) with revenues of $21 million. Ciphertrust had the same revenues in the appliance based sector and Postini was the leader in the hosting sector with almost $17 million in revenues. The overall anti-spam market was about $300 million dollars.  Prospects look even brighter for the vendors. The report expects the anti-spam annual revenues will reach $1.7 billion dollars by 2008, based on the increased use of email world-wide and the increased production of spam.
The problems with spam go beyond the unwanted email. A legitimate use of email marketing exists. The Direct Marketing Association has funded investigations into spam, because their interests are not served by the war against spam. Their nightmare is that no one will read email and they will not be able to reach customers. One of the promises of the technology was precision marketing in which a recipient received what the wanted and only what they wanted. This would almost eliminate the annoyance factor while boosting sales, a win for everyone. Spam does just the opposite: everyone gets everything until no one gets anything, not a desirable future.
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