After railing on the problems Higher Education protecting personal information, I thought I should demonstrate fairness by looking at other industries. The medical world has drawn the short straw.

It is tough enough when your stolen personal information contains information about where you live, your social security number and credit card information, but when your medical information is at stake, there is a heightened sense of urgency. HIPAA, the Health Insurance Portability And Accountability act, has been mentioned before. This act is intended to make us all feel more comfortable about the privacy and security of our medical information, among other things. We all want to trust our physicians, nurses, dentists and other health workers because of the intimate information we share with them. While I see no reason not to trust them, I do see serious problems with the data collected by them. The probability some evil person will pry our deepest secrets from out dentists is quite small. However the same can not be said about our records, whether stored in a file cabinet or in a digital database.
Stolen credit card information can lead identity theft or financial loss, unlike medical records. No one wants to steal your illness to claim it as their own. So why is any of it worth stealing? The answer is varied. There is often enough personal information which be used to steal money, the real reason is the secret knowledge about you. Some of the database information has been used to sell pharmaceuticals. People have actually received letters from drug companies trying to convince them to switch their medication to the letter writer’s medication. The real eye-opener here is that the databases were not stolen instead they were given or sold. More than one pharmacy has conspired with a drug manufacturer. Imagine if you were a parent receiving a letter about your child’s medication.
On the other hand, databases and parts of databases have been stolen. Computerizing medical records has been moving along at an uneven pace, faster in some areas, slower in others. The inevitability of everything turning into bits and bytes is a forgone conclusion.  The protection of such records, on the other hand, is not such a certainty. In the quasi-legitimate access category is the possibility that medical records could be subpoenaed within some legal action, such as in the case of basketball star Kobe Bryant.
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