Tech Woes for Colleges
Unless you have a child applying to college, you might not have thought about what it takes to simply apply and get accepted. The acceptance rate varies from school to school, from 80% of those who apply to 10% of those who apply. Image for a moment a hypothetical school which accepts 1000 new students, but takes only 20% of the applicants. That means 5000 kids applied. Each application must be reviewed, checks must be cashed and each applicant needs to get an answer by some deadline. Add to the mix such items as transcripts, essays, phone calls, guidance counselors, both from the school and hired privately and you get a fairly complex process. 
Such complex processes can be handled with a technology solution, one that uses a data base, a web interface and some email program.  Often a large number of schools use the same program, which opens up a target rich environment for someone who can find a vulnerability within this one program. The same exploit will work for the program wherever it is. In today’s tech world is common to take the next step, outsource the process support system. One company can handle the tech support for many schools, in this case, the admissions process. Each school will review their applicants and will make their own decisions, but the web interface, etc. sits in one place.
This past week, a security breach occurred at Apply Yourself Inc., located in Fairfax Virginia. The cracker only had to break into one place. The procedure for each student to find out their own information was posted to a business web site. Naturally, a number of worried students utilized the posted information to see if they had been accepted yet. The students could only view their own information, but some of the information was not supposed to be released just yet. In many cases, that information was not in place.
The problem is the tip of the iceberg kind. From the reports, only 140 students broke in. Each school, which includes MIT, Harvard, Stanford and other business schools, could find out which students tried to retrieve the information. Some have publicly stated that those students will not be allowed in. This situation is bad enough, but one such vulnerability generally means there are more. There are two main issues, one is the security of the enterprise, the other is the ethical lapse of the students. There is little doubt that software in general can be expected to have security problems and if these problems become known, there is also little doubt that someone will take advantage of them.
This recent situation is not the only problem that colleges have faced, nor will it be the last. On January 3rd 2005, George mason University discovered that about 30,000 records of staff and students were stolen. These records included names, addresses and social security numbers.  California seems to be experiencing more than their share of problems.  In January of this year, two University of California San Diego computers that stored the Social Security numbers and names of about 3,500 students and alumni of UCSD Extension were hacked. The San Diego Supercomputer Center and the university's Business and Financial Services Department were broken into last spring, resulting in a theft of 380,000 personal records of students, faculty, employees, alumni and even applicants. Last year at the University of California, Berkeley 1.4 million personal records of the state's in-home care receivers was stolen. Similar incidents occurred elsewhere. In the fall of 2004, the social security numbers of 16 Utah State University faculty and staff members were posted on the Internet by mistake. This error lead to thousands more being unearthed.   In 2003, information at the Georgia Institute of Technology and the University of Texas at Austin suffered the same problems. 
To be fair, colleges are not the only ones to be subjected to such thefts, large databases of personal information have been stolen from the commercial world as well. ChoicePoint recently admitted to being scammed by identity thieves. California law forced ChoicePoint to notify residents of the breach. Once it was public, other states insisted they be told as well. In my opinion, every state should have such a law. Lexis-Nexis also had over 30,000 personal records stolen a few days ago. One new wrinkle is that driver's license numbers were taken along with the rest of the information, important because many states use numbers other than the social security number on licenses.
Over the past couple of years, colleges have suffered from lawsuits and threats from the Recording Industry Association of America in response to students who allegedly pirated music. Students make up a fair chunk of the 8500 or so lawsuit targets of the RIAA. Some schools have made deals to pay a flat fee so that their students can download without fear of reprisals.  Clearly the problem is complex. College students are known to somewhat undisciplined in their general behavior. Adding technology the mix simply increases the potential for more of the same. These students often are on the leading edge adopting new forms of technology more quickly than the rest of society. The new stuff includes mobile phones with many advanced features made possible by new chips. Unfortunately these new chips are much closer to regular computers allowing hackers and crackers to use the same techniques to break into the phones – think about Paris Hilton's recent exposure. It is safe to assume that there will be more techno-problems in the future.
Another aspect of the problem is the reasonable use of technology by the schools themselves. By amassing large databases of personal information, they create targets for identity thieves. Those who have been hacking computers for years have moved from simply causing problems to stealing money and information. This, too, will only get worse until better means of protecting personal information come along. Personal information is valuable. Colleges are a great place to find it.
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