Electronic Voting, Revisited.

Last year around this time this column was about electronic voting, concluding the concept was not yet for prime time. During the intervening time, much as happened. Unfortunately, the conclusion is still valid. A number of trials have taken place and more research has been undertaken, resulting in more public discussions. The scrutiny has been close, detailed and productive, as it should be. The installation of electronic voting machines throughout our country would be one of the biggest changes the voting system could experience. If we remember less than a decade ago, the Internet and World Wide Web were just beginning to grow. Today, they are integrated into everything we experience. Business, education, finances and communications are all dramatically different, and in all probability will continue to evolve. The reach of technological change has come to one of our fundamental civic responsibilities. How it proceeds is of great importance.  It should be studied, discussed and understood before it is put in place. Rushing the process could cause long term damage in the trust of our system.
We are all aware that at one time pencils and paper were leading edge technology. Voting has taken place with all sorts of "technology." Some of these technologies are the paper ballots that one pokes a hole through, as are machines with levers. All of them experience problems of some kind, as evidenced by the presidential election four years ago. If we are to introduce this level of change, we must have absolute confidence in the new technology.
Electronic voting machines change several aspects at once. The voter sees a screen, similar to a computer monitor or an ATM, no paper, no levers. Votes are cast by touching the screen. In addition, the voter does not see the aggregation of all the votes. They vanish into the ether. Much of the struggle over the past few years has been over a record that the voter can take away. Generally, a paper receipt is provided. This gives the voter confidence that the vote was taken properly and that there is recourse in case of recount. It does little to protect the process, but it does bolster the trust in the system. 

One the down side, the engineering is still under par, the designs are inadequate and there is little ability for the systems to be audited. The New York Times ran an editorial in June that compared gaming machines with voting machines. The gaming machines provide the best of technology, while the voting machines were the worst.  The debate has moved from the geeks to the average citizen. One source of the criticism stems from the fact that the code is not made public. Security professionals really do not like secrets. Without trust in the vendors, there can be no trust in the overall system.   

Independent testing provides assurances that whatever is under review is on the up-and-up. Outside auditors examine the books of a business, certifying the accuracy of the numbers, which makes everyone feel better. The same standard needs to be applied to electronic voting.  Aspects such as the software, the hardware, the network connections, and the procedures all need to be looked at carefully. These reviews require special skills.

There have been several examples of successful e-voting. In 2000, Brazil used electronic voting across the whole country. The State of Georgia used computers to tally votes in two counties as far back as 1964. Georgia adopted standards statewide in 2002 and used electronic voting that same year. The claim is that voting was improved in the area of undervoting. Undervoting is defined as votes that failed to register for a particular office. The undervoting in 2000 was 3.5% without electronic machines, but only 0.86 in 2002 with electronic voting. It is important to note the difference between a procedure that is effective (or not) and one that does harm (or not). We carefully use medications which are strong enough to cause harm if they help us. If a medication does not help us, but causes harm, we generally do not use it.  Care should be taken in the e-voting case as well.  It seems to have been effective in these two cases. There seems to be no harm. However, if it is to be used everywhere more certainty is needed.
In the early days of computing banks, a scam was created in which calculations that went beyond two decimals places were collected in a private account. For example, if the result were $11.123, then $0.003 would be moved and the $11.23 would go where it belongs. The skimming would eventually grow into a large amount. This did not last very long, since the security was good and it was based on the ignorance of the user of the new technology.  The methodology has reappeared in the guise of electronic vote skimming. 

A study was conducted on a hypothetical skimming operation on the 2000 presidential election to see if small manipulations could influence the final outcome. The answer was yes. It was backed up by serious mathematics with a high confidence in the results. The real problem is that in can done in a number of ways, some rather simple. The easiest method is to introduce a minor modification in the software program that runs the system which makes subtle shifts in the vote tally at all locations. No major anomaly would appear across the entire system. Everything would appear normal, but the outcome of the election would have been decided in advance, resulting in the loss of one or our greatest freedoms.
This study was not the only one conducted. They all point to the need to make absolutely sure that each vote is counted correctly. Opening up the source code for public scrutiny is one of best ways to see that this happens. Electronic voting is coming. Take a good look before you accept its use.
                                                                 Bob can be reached at dvn@coldrain.net

