DHS Audit Report Released

The Department of Homeland Security Office of Inspector General released a report in July. The report is an audit performed between December 2003 and February 2004. The organization being audited was the National Cyber Security Division (NCSD) within the Department of Homeland Security. According to the report:  “The objectives of our audit were to determine whether or not DHS’ efforts to implement the White House’s cyber strategy – The National Strategy to Secure Cyberspace – and to protect the nation’s critical infrastructure from a major cyber terrorist attack as adequate and effective.” The White House report was released in February 2003.

The first thing to notice is that the report was released four months after the audit was completed. It is only 19 pages long, with an additional eight page photocopy of management’s response to the report. The time in between the audit completion and report release can probably be attributed to the management review and response process.

The NCSD was created in June 2003 making this more or less the first annual review of the Division.

The report details nine recommendations that NCSD should follow, which are summarized here.

 1) Prioritize initiatives and set milestones according to available funding with a plan to 

      see that each is completed.

2) Finish its organizational structure.

3) Develop strategic implementation plans.

4) Develop performance measures.

5) Define and communicate roles and responsibilities. Develop a plan to improve 

    communications with public and private sector partners.

6) Develop and document a process to communicate and share information on cyber 

     threats with law enforcement at all levels.

7) Initiate and implement a process to oversee efforts for cyber protection for federal, 

     state and local governments.

8) Develop and issues guidance and directives for protecting critical infrastructures  

9) Review and refine the actions and recommendations to the White Report.

The management responses to each of these recommendations has been agreed to or accepted by auditors. Basically, management read the report and fixed, or promised to fix, what was necessary to the satisfaction of the report writers. When I read these recommendations, I see a group that is not organized, is not communicating, has no plans and is dire need of leadership and support. Perhaps this report has stimulated a process to meet these needs.  To be fair, management stated that the report ignored some initiatives and the authors agreed. Nevertheless, the NCSD is struggling to meet its directive.

The report highlights some accomplishments of the NCSD such as the creation of five organizations. (1) The US Computer Emergency Readiness Team (US-CERT); (2) the National Cyber Alert System; (3) the Government Forum of Incident Response and Security Teams (GFIRST); (4) the Federal Chief Information Security Officers (CISO) Forum and (5) the Cyber Interagency Incident Management Group (IIMG). 

The report provides some interesting facts about NCSD.  There are five priorities should be addressed:

1) A National Cyberspace Security Response System.

2) A National Cyberspace Security Threat and Vulnerability Reduction Program.

3) A National Cyberspace Security Awareness and Training Program.

4) Securing Governments’ Cyberspace

5) National Security and International Cyberspace Security Cooperation.

To achieve these goals, NCSD was given a budget of $78.85 million and 29 Full-time equivalent (FTE) staff for fiscal year 2004. As February 2004, the staff had reached 21 FTEs and 63 contractors for a total of 84. They have estimated a staff of 45 FTEs and 67 contractors will be needed along with a budget of $79.62.  Although this seems like a lot of money to us, in the world of the federal government it is pocket change. The real question is whether or not it is an appropriate amount to do what is required.

Many of the report statistics are not up to date because they come from 2002, but I have gathered some more recent numbers. For example, in 2000 there were approximately 1,090 identified security vulnerabilities. The three years were: 2001 (2.437), 2002 (4,129) and in 2003, the number dropped to 3,784. In contrast to the number of vulnerabilities reported, the number of incidents is much higher: 2000 saw 21,756; 2001 was 52,658; 2002 was 82,084 and 2003 137,529.  The incidents reported are rising quickly, probably caused by both real events and increased reporting. The situation is not going to get better on its own. You may read the numbers from the source at http://www.cert.org

As of the March 2004, NCSD had issued 6 cyber alerts, 5 security tips and 5 security bulletins through their National Cyber Alert System, roughly one item per month. I feel that this is a pretty small response to roughly 4,000 vulnerabilities the rest of the world knows about and those notices are free from a number of sources. I support efforts to secure the governments data, but it is not obvious to me how the existing NCSD will be able to accomplish this. Perhaps the publishing of this report will help focus the division on producing something useful.

To be fair, any new government department needs time to set up and will generally add more groups within it as deemed necessary. NCSD and DHS are no exceptions, however, the report plus the statistics are a little disconcerting to me. In my opinion there is serious work to be done in securing the nation’s digital infrastructure and it does not involve PR. If your automobile transmission fails, you do not want to hear your mechanic offer you a paint job to fix it. One man’s opinion says spend that $80 million on some real improvements.

If you wish a copy of the report, you can find it at: http://www.dhs.gov/interweb/assetlibrary/OIG_CyberspaceRpt_Jul04.pdf.  Keep in mind that things may have changed between when this was written and when it is read, but I downloaded a copy with no problem. I also suggest that you take a look at the web site of the Department of Homeland Security to see what they are doing. http://ww.dhs.gov.

                                          Bob can be reached at dvn@coldrain.net 

