On Line Scams

Although it pains me to write about this, everyone should be aware of the multitude of scams that are now so prevalent on the Internet. The Internet and the World Wide Web have changed how we live our lives in many ways and mostly in a positive manner. However, since the ‘Net is really about human communication, we experience the good, the bad and the ugly. There are some serious crimes that occur, as well as worms, viruses and denial of service attacks, but there are also those petty crimes that drive us all crazy. They are really the same crimes that existed before the Internet, but they now have a digital twist.

Some of these seem humorous, except that there are always a few people who fall for the con game and lose money. Before the Internet, con men would stop you in the street to try to get your money. Then the telephone became the method of choice. Now it is the Internet. Instead of phone calls, you get email. The goal is the same, to separate you from your money without giving something back.

Two of my favorites are the 419 scam and the Winning Notification scam. They are very similar in how they work only the premise is different. You get a long letter explaining how some government official has his hands on 10 or 20 million dollars in a bank in Nigeria. Unfortunately, he cannot take the money because he works for the government, but you as an American citizen can take it with no problem. The only catch is that you will have to put up $10,000 (more or less) to pay for something. Naturally, your money will vanish along with the $10 million and whoever sent the email. The Winning Notification is similar. You have won some lottery, lately from Amsterdam, which you need to claim. Of course you will be asked to put up some money, which will vanish along with everything else. As far as I know, any prize you win cannot be contingent on you paying a fee of any kind. As soon as you get asked for money, you know it is a scam. The reason this is so lucrative is because is almost free to send out a million emails and you only need a few people to fall for it. Just delete these emails.

The next scam is also a digital version of an old telephone scam. You would get an offer for a cheap phone service that would switch you to a more expensive one after you made the phone call. Other versions were calling psychic hotlines or adult entertainment lines. These calls might even be free numbers – for the first 30 seconds. Then they could cost many dollars per minute. Often complaints are not registered because the callers might be embarrassed about being scammed or by the place they called. In the digital world, the process is similar. Phone calls are charged extremely high rates without your knowledge or agreement. The twist is that some site you visited installed a program on your computer to dial the phone or the program will switch your phone connection while you are dialed into your ISP. This problem has reached epidemic proportions in the UK, such that the folks who usually handle the problem have asked their National High Tech Crime Agency to help out.  If you are a dialup customer, pay close attention to your phone bill.

Gartner, a prominent research company, has estimated that almost 2 million people have been victimized by phishing scams with a cost of almost $2.4 billion (yes, with a B) to every day folks. MasterCard has recently announced that it is teaming with a company called NameProtect to tackle the problem. What is phishing? It is another email scam. You would get an email with a letter from a bank (or some other organization), which asks you click on a link to the bank to answer a few questions about your account.  Like the other scams, there are a few variations. You might be asked for  personal information, such as your social security number, your ATM pin number, etc which might be the target of the scam. You also might have a Trojan horse program or spyware installed on your computer.  The con men are fishing for marks. A million emails get sent out and a few people fall for it. The guy running the scam could be in Russia or China. If he gets the right information, then money will vanish from your checking account.

Spyware is becoming a very popular scam vehicle. The spyware can be installed on your computer through phishing or through some virus. The spyware program can do almost anything once installed for example it could be a keystroke logger that records every keystroke that is entered. This could include your bank transactions or passwords. It is also the method of choice to defeat encryption. If you use encrypted email, that email cannot be read once encrypted. However, the text is not encrypted until after you type it in, so when your keystrokes are recorded they are recorded in plaintext. The web sites that ask you to put in credit numbers when you purchase something are generally encrypted with a program known as Secure Sockets Layer or SSL (look for the little padlock to be closed to see if it is in effect). SSL will be defeated if there is keystroke logger on your machine. It would record all the necessary information to use your credit card somewhere else.

By and large, the same old con men are still with us, only they have joined the Internet.  They depend on our gullibility to be successful. All users of the Internet need to be savvy to see through their scams and a few basic rules can help. Be suspicious about any email asking you for personal information. Do not simple “click here” because it says so. Be careful when receiving HTML formatted email. Get free programs like Spybot, which will scan your system for spyware, making sure that you get the real Spybot program and not a fake. Be careful about giving your money to anyone over the Internet.
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