Privacy problems affect all everyone, even Microsoft

Privacy problems created by the new technologies of computers, networks, databases and search engines have started to plague us, the users. Most everyone is aware that there are numerous places where information about us is stored and even more places where it is collected. We cannot even board an airplane without someone checking our credit history. Many of want to blame progress for our loss of privacy and many of us do not mind the intrusive nature of the search for terrorists and criminals. The progress in technology is not evil, but is in fact quite neutral. A new bit of knowledge allows a technique which can be used for good or evil. My favorite example is the knife. It can be used by a surgeon to save a life, by a cook to prepare dinner or a murderer to take a life. It all depends on who uses it and how it is used.

Privacy is under attack because the current state of technology allows the gathering of data, the detailed organization of data and the widespread distribution of data. All of this is great if you want to learn about history or how to build a model airplane, but it is a little disconcerting if that data happens to be your medical records. The battle over privacy in the world of today's technology is being waged in the courts and in the CPUs, but there are some unexpected consequences of this situation. 
Recently, someone got their hands on some of the source code for Microsoft's operating system called Windows NT.  Although the writing of code was started in 1998, it has been the basis for Windows 2000, ME and XP. Microsoft has guarded the source code like a pirate's treasure, giving it out only to certain people and only partially when it did. We will ignore the anomalies for now, such as the rumor that government of China expects to get the source in exchange for permitting Microsoft to do business in China.

Open Source code is the code that is made available to everyone. The source code for the Linux operating is available, for example. Several groups have obtained the Linux code, made changes and added features, then have sold it or given it away. Proprietary source code, like Windows, is not generally available. The argument is that someone will steal the ideas to create their own product without paying Microsoft. Whatever the public reason is, another important reason is that crackers who can read the source code can find flaws which can be exploited. Microsoft is already in a difficult position where they cannot keep up with all the exploits. The last thing that they want is to make it easy for another wave of exploits that will cause more problems for them.

In the same way our personal privacy is vulnerable, private information for corporations is just as vulnerable. Private information for corporations falls into several categories. The first is intellectual property, generally made of patents, trademarks and copyrighted material. Trade secrets are another important factor, such as the formula for Coca-Cola. The value of the secret is not only the secrecy, but what it is that the secret can do. The source code to Microsoft's operating is considered to be very valuable by Microsoft. For individuals like us, we feel violated when any of our personal information is discovered or released. For a corporation, the feeling of violation is accompanied by financial loss or threat of financial loss, which in turn could result in the failure of the corporation.
Microsoft, like any business, tries to protect itself from these losses, but it is clear that they fail fairly often. The number of security breaches is staggering. Some of the losses are credit card information databases, which affect us, the customers and some are trade secrets such as Microsoft's source code. How a company goes about protecting itself makes all the difference. Microsoft unfortunately has security leadership that has not a single clue about security, which helps explain the large number of security problems with their software and the theft of their source code.

David Aucsmith is the Security Architect and Chief Technology Officer of Microsoft's Business Unit. He gave a speech in London at the e-Crime Conference in February where he made public statements that were so outlandish, that he should be fired. A few select blunders should prove entertaining and illuminating. One of best is his claim that the security kernel for Windows NT was written before the Internet. The Internet was created back in the 1970s. The World Wide Web was put in place in the early 1990s. There is speculation that he meant to say something along the lines that Windows NT security kernel was written before Microsoft was aware of the Internet. 
Another gaff of major proportions was his claim that Windows Server 2003 was written before buffer overflows became a frequent target of recent attacks. Buffer overflows have been used as an attack vector for over fifteen years. It is very difficult to understand how he could believe that this was a new form of attack. Any half way competent security professional knows this bit of trivia.
Although there are many more ludicrous remarks, one will suffice for now. For some reason, Mr. Aucsmith believes that the vast majority of attacks occur after the patch is available. In fact, the opposite is true. The stimulus for a patch is the attack itself. In general no vendor discovers very many of the vulnerabilities in its software. The fixes come in response to publication of an exploit by some hacker or researcher With a leader at the helm who has such little understanding of the history and current operation of computer security, it is little wonder that Microsoft has such great difficulty securing its software or protecting its trade secrets.
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