Spam, Spam and More Spam.


By now, everyone must have heard about spam, that truly annoying feature of the Internet. It is not that canned meat product from Hormel and the name did come from a Monty Python comedy skit. We all suffer from junk mail and telemarketers, but advertisements using email can cause the same suffering to 20 million of us at the click of a mouse. The cost of sending tens of millions of the same email is almost zero. It is a marketers dream come true. No need to pay the Post Office to deliver those expensive pieces of paper. No need to pay all those people to run up a huge phone bill. The Internet has made the deliver of unwanted advertisements simple, quick and easy.


In fact it has become so easy, that it is now a national annoyance. New laws and lawsuits are trying to address the problem. Our Congress has spent a fair amount of time and energy on this topic and even got a law passed, which was signed by the President. It is a shame that more important work cannot be done in such a rapid fire, bipartisan mode.


Don’t get me wrong, spam annoys me as well, but a federal law seems a bit too much. There are questions about its effectiveness, which will not be answered until some time has passed.  The main criticism is that spammers must provide an “opt-out” link within the spam. If you click this link, then you are telling the spammer not to send you anymore spam, a little like the “put me on your do not call list” for telemarketers. That worked so well that we now have a national Do Not Call Registry. The problem with the email equivalent is that you really do not want the spammers to know you exist. The best way to handle spam has been to ignore them. They do not know for certain that your email address is active. If you respond, then you have told them it is a valid email address. In spite of telling them not to send you more spam, you will get more from some other spammer, because they trade addresses. There is also a theory that the number of real spammers is very small. They just use many different addresses.


Winning lawsuits have been filed against spammers, such as those by EarthLink this past summer. In May, EarthLink was awarded $16.4 million in one lawsuit. Amazon has filed at least 11 lawsuits. There are probably close to 100 lawsuits that have been filed.  Not all of them go well. AOL recently lost one in a Virginia Federal Court because the court ruled it did not have jurisdiction. A group of Florida spammers sent email to AOL in Virginia and AOL does business in Florida, yet the court still said no. At least the lawyers are doing well.


In November at Comdex, Bill Gates of Microsoft promised that sometime in 2004 a new filtering technology to fight spam will be deployed in Microsoft’s Exchange Server, in Hotmail and in the Outlook mail reader on PCs.  In addition, Sendmail, the underlying software that runs over 60% of the email on the Internet, has just announced it will add antispam software from a third party to help in the struggle against spam. The big players who can add technical solutions seemed to be engaged. At a slightly deeper technical level, the Anti-Spam Research Group of the Internet Research Task Force formed a subcommittee to merge the best of competing protocols to come up with a low level technical solution.


It seems that spam is under assault at all levels by everybody who can offer a weapon in the battle. One could get comfortable with all those big guns on the front lines. Don’t get too complacent just yet. Spam filtering has been around for a while with little to show. The new law has been criticized by some important players, such as the National Association of Attorneys General and the Federal Trade Commission. Microsoft does not really have a good reputation for handling issues related to security. The lawsuits have mixed results, with the winners usually winning because some sort of privacy invasion or identity theft was involved. 


There is one method that has met with success. My son Garth, who works for a state agency in Massachusetts, has been tracing the ISP who provides the platform for spammers. He then contacts the ISP to complain on a business-to-business level. The ISPs generally has been cooperative in shutting down the accounts. He provides proof from the email history log. This log is part of every email tracing its complete path, but not visible without asking for it. He claims that he has reduced spam by 90%, far better than any other method can claim and the cost is minimal when compared to the purchase of filtering software.


There is one hidden aspect to the spam issue, anonymity. Spammers usually send their bulk email from anonymous accounts, often from stolen accounts using a technique called relaying. In short, they send their spam using your PC as a relay station. Law enforcement has complained for years that anonymity on the Internet makes their job more difficult, which is no doubt a true statement. On the other hand, there are many legitimate uses of anonymity and not just on the Internet. We have two legitimate positions at odds. Up until now, anonymity has been winning, but some of the solutions to spam include requirements and methods for tracking email back to the originator and thereby eliminating anonymity.  It is not unusual for events portrayed in Congress and the media to have hidden agendas and unintended consequences. Keep an eye out for this consequence to make an appearance during 2004. We could lose anonymity and yet keep the spam flowing. Keep your delete key ready. 

                                                                  Bob welcomes comments at dvn@coldrain.net

