Electronic Voting Not Quite Ready


In the age of E-everything, it was inevitable that we would sooner or later get to E-Voting.  There are two basic ideas entailed in electronic voting, first is that instead of using paper ballots we use electronic voting machines. The second is that we use some means to register our vote across the Internet. The use of electronic voting machines got a boost after the controversy during the last presidential election. The problems with counts and recounts, along with the chad problem ballots, forced many people besides the Floridians to seek alternatives. If an electronic voting machine had been in place, there would most likely never have been any problem with the counts. The actual votes would have been properly registered and properly counted. Or so some folks would have you believe.


Computers are quite good at counting things. They almost never make a mistake. However, there can be problems associated with input and output devices, as well as with the human factor. And while we are on the subject of human error, one of the hidden problems with electronic voting is authenticating the human enter in whatever is being entered in. Most of us use bank ATMs to withdraw money from our bank accounts, get balances, transfer money and make deposits. We are authenticated by our ATM card and our PIN. In the security world this method uses two of the three tenets of authentication: (1) Something you have (2) Something you know and (3) Something you are. You have an ATM card and you know your PIN. Some banks are looking into the third part using biometrics. This could be your face, a fingerprint, your voice, your eye or some other body characteristic. Each method would require that the identifying body part be represented in a database so it can be checked to make sure it is really you. On the up side, it would cut back on the use of a stolen ATM card. On the down side, it means that if you want a bank account, you will give up that particular body identifier to a database in a corporation that you can not control. There is no telling where that fingerprint will end up.


The PINs that we have are generally only checked for four digits, the highest number with four digits is 9999. If we count from 0000 to 9999, we end up with only 10,000 unique numbers. Even if your PIN is a word or if you have eight digits in your PIN, all PINs are just the first four numbers. The letters are represented by numbers like on your telephone. This is not a serious problem because the bank will stop taking guesses of your PIN after three failures. No one gets to try all 10,000 possibilities if they have stolen your card. It is pretty safe. However, if we skip to voting, then we need to have a unique number to identify us. All of us – more than half of the 280,000,000 citizens who live here – will have to be identified. Our Social Security Number is a nine digit number which gives us about one billion numbers, which should hold us for a while.


Our SSNs are used today for almost everything we do involving money, property, exercising are rights and privileges. In many ways it is our national identification number, even though the original promise was that it would never become one. Unfortunately, it is just too convenient. It is also at the root of the very serious problem of identity theft. If a thief gets your SSN and a few other details, you could become a victim of the fastest growing crime in America.  The most probable direction would the creation of another ID number to allow you vote.  The problem of identifying voters has other possible dangers. For example, if you were authenticated, would someone be able to connect your vote to you while you were voting or sometime later on? The bank most certainly wants to connect you and that ATM transaction for its protection and yours, but most of us wish to continue our right to an anonymous vote.   


Besides the problem of authenticating voters, there is the substantial problem of the equipment used. Diebold Election Systems makes electronic voting machines. Some 15,000 internal memos discussing numerous security flaws were published on a web site run by some Swarthmore College students. Diebold has taken the unusual approach of claiming copyright infringement when demanding the sites be taken down.  The memos contain not only security flaws, but there are lots of details about how the machines work. Some programmers have complained about poor programming practices and poor security practices. A machine this important needs to be above reproach if it is to gain acceptance by voters. Paper ballots are very low tech. You vote by writing a checkmark or by punching holes. Even this simple approach does not work flawlessly. Electronic voting machines are very high and very complicated. The problems are more serious than paper ballots and will be worse in the future. 


Electronic machines can be very efficient by tabulating votes for a given location, then transferring the totals to the next collection level, ward to district to region to state, etc, until all the votes are collected for a final total. Who is to say that the security at each level is good enough to assure us all that there has been no tampering? The tampering could be done by hackers or the people who are responsible for the machines. A hacker could steal information or cause failures. The people controlling the machines could steal information or alter results. The alterations could be minor, but perhaps enough to guarantee victory to a particular candidate. Remember, President Bush only won by a tiny percentage of votes. Since Diebold’s programmers have been criticized for poor programming, who is say whether one of them put a backdoor in the code that could be used later? It would not be the first time. The technology is just ready yet. By the way, you did vote, didn’t you?
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