The Firing of Dan Geer

Probably few readers know who Dan Geer is or why he is the subject of a technology column. The fact is, however, that losing his job is an important sign of the times we live in and whether or not our collective future will be a pleasant place. 


For the past three years, Dan was the Chief Technical Officer (CTO) of a company called @Stake, a highly regarded computer and network security group. @Stake was formed from an old hacker group known as L0pht Heavy Industries. The name was a bit of humor, but they produced some very serious hacker tools, such as password crackers. They also were in the forefront of full disclosure, making public all sorts of vulnerabilities. A few years ago they were "acquired" because of their skills sliding into the mainstream of security. They still published vulnerabilities, however, not as many. They published tools, such as a very nice set of computer forensics tools, just not as many hacking tools. They advised big name clients, who must have paid a handsome sum for their services. One of those clients was Microsoft.

Dan has degrees from MIT and a PhD from Harvard in biostatistics. He has worked in computer security for a number of years, respected by anyone who knows him and by a lot of people who have never met him. He is not famous, only well known in the world of computer security. A group of six highly respected security professionals and Dan produced a report titled CyberInsecurity: The Cost of Monopoly that detailed the problems caused by Microsoft's monopoly. The report is well researched, well written and on target. The problem stemmed from Microsoft's status as client of @Stake. 

@Stake fired Dan as soon as other officers of the company read the report. A spokesman for @Stake stated that he agreed with the findings of the report, but Dan had to be fired because he criticized a client. Everyone knows that Microsoft is not just a client, but a powerful client. @Stake did not want to offend Microsoft, even if the report were accurate and truthful. Herein lays the problematic part. If someone like Dan can lose his job over report that is truthful because of Microsoft's clout, then no one is really safe in the world of technology. The clout comes from the monopoly, which more than one court has found during lawsuits, even if the court found in favor of Microsoft. This an act of censorship which cannot go unanswered. No one has come out with any criticism of the contents of the report. The main discussion was whether Dan should have written the report.


The report was released under the auspices of the Computer & Communications Industry Association (CCIA) with the subtitle How the Dominance of Microsoft's Products Poses a Risk to Security. It is clearly targeted at Microsoft. The argument is basically that any monopoly is inherently insecure. If there is only one source of a product, then everyone with that product will suffer from the set of problems. If we all buy the same automobile, then we all have to suffer when that model gets recalled for some defect. Diversity helps to provide systems with resilience because some parts of the system will not be affected by a particular problem. In communications, for example, we have telephones, radio, television, newspapers, magazines and our neighbors. If all television networks failed, we can still get news from the other sources. The different media are affected by different problems. By having different media, the flow of news is more likely to continue.


The report could have highlighted the failures of Microsoft security in terms of system and software design, but it really stayed with the issue of monopoly. The worms and viruses of 2003 mainly attacked Microsoft systems because of the design failures. Outlook mail allows for executable code which in turn allows for worms to spread to other systems. This one design flaw is the source of most of the problems we experience when it comes to worms spreading. Microsoft has other flaws that allow the bad guys to get control of systems. The real issue is that given these flaws, we are all at greater risk because we all have these flaws. If you have a Linux system or a Macintosh system, you will not experience these particular problems. If there were more alternative systems around then the overall system of computers in users' home would be more secure. If 50% of a system is affected by a failure, it is not as devastating as when 90% of a system is affected.


America has laws and regulations that try to prevent monopolies from controlling too much of a market and for good reason. Monopolies have been controlled in the oil industry, the telephone industry and the media, just to name a few. It is not in the interest of the country to allow any one person or group to control a market. Some of the negative outcomes are well known, such as lack of competition resulting in artificially high prices. Other issues might be the prevention of new ideas and advances. Henry Ford was credited with the quip that his customers could have any color car they wanted, as long as it was black. Competition eventually offered cars with other colors to meet consumer demand to everyone's benefit, even Ford's. 


Microsoft is a dominant player in the desktop computer market, so dominant, that when a published legitimate report tells everyone the truth, the author of that report loses his job. The other others are all giants in the computer and network security world, Bruce Schneier of Counter Pane and author of Applied Cryptography, the bible of cryptography; Rebecca Bace, formerly of the NSA and CEO of Infidel and four others of equal stature. It is unfortunate that @Stake has now lost their most important asset, the trust of anyone in the security profession. Once a leader in security and hacking, they appear to have been purchased by Microsoft. We all need to be a bit more wary of both Microsoft and @Stake.
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