W32/Blaster and SoBig become Household Names


This has certainly been the summer of worms for the Internet. There are many news stories in part because that gets the media some attention, but it also highlights the fact that computers, networks and software permeate our lives. Computers run factories, networks are a critical part of our communication infrastructure and we use software to write documents and calculate our paychecks. Web sites provide access to news outlets, government programs, learning opportunities and, of course, access to fixes for our favorite operating system.


Because the technology is so pervasive, we now experience major problems when that communication medium is disrupted. The blackout last month disrupted the lives of millions of people, from vacation trips to daily commutes to their jobs. Stores lost money because they had no refrigeration. Televisions stopped working along with hair dryers, microwaves and anything else that runs on electricity, including telephone systems. The more dependent on something we are, the more we miss it when it fails. The Internet is reaching the point of a major loss when we lose access. 


Worms cause disruption of the Internet, not just that the paths are clogged with large numbers of emails, but it slows up any business that now must concentrate on the attack instead of on their main business. Individuals lose out as well because if your machine becomes infected, then you contribute to the problem and you often lose the ability to use your machine.


Worms are computer programs that can spread themselves to other computers  A virus is a program that affects (or infects) your machine which cannot spread without help, such as copying it to a floppy disk which then is copied to another machine. The spate of worms this summer generally used holes in Microsoft’s software to gain access to your computer. Once on a computer, a worm could use a feature of Outlook mail to gain access to your address book to send itself to anyone listed. While this is a popular method of spreading worms, some of the newer worms had encrypted IP addresses within the code, so that when it executed, it would send a signal or itself to those other machines.


A significant problem we all have comes from the use of computers to run factories and power plants. There has been speculation (emphasize speculation) that one or more of the worms affected the computers used by the electrical power plants that caused or contributed to the power outage. This is still under investigation, but even if none of this summer’s worms had any relationship to the power outage, the use of computers leaves open the possibility that one day a worm could do just that. It does appear that the Slammer worm from January did affect Ohio’s Davis-Besse plant. The plant was not really affected because it had been offline for almost a year while undergoing unrelated repairs. Plant personnel had trusted a firewall to protect the internal computers for the computers which were still working.


Computer security is still more of an art than a science. Worm and virus writers have barely gotten started. Mblaster, SoBig and their variants are just early attempts at the more sophisticated techniques to come. One emerging problem is that some people want to get into the act one a worm is released. They take the code, make some changes, then release the new variant into the mainstream. Sometimes the variants are worse than the original and sometimes the changes end up with someone getting arrested.


This seems to be the case for Jeffrey Lee Parson, 18, of Minnesota. According to authorities, the high school senior modified the original Blaster to the B-variant. The creator of the original Blaster has not been found, so Jeffrey is getting all the attention. Blaster shut down the Maryland Motor Vehicle Administration, Sweden’s largest telephone company and the Federal Reserve Bank of Atlanta. The consequences could be severe, especially if they try to make an example of him.


Many lessons should be taken from this summer’s wormfest. First, we are dependent on our computers, networks and software therefore we need to protect them as if they mattered. Next, the ease of writing programs to disrupt our technology increases the level of the threat. Anyone with basic programming skills can learn to write attack code. Think of going to a first grade classroom where all the kids have one kind of a flu or another. If any of them sneeze in your direction, you will become sick. The seven year old most likely will not possess the physical means to harm you, but passing a disease to you can incapacitate you. It is the same with computer viruses.


We can expect more worms in the future. Worms that will be smarter, causing more harm. Once a worm is let loose on the Internet, it is almost impossible to get rid of it. The situation is analogous to a biological disease. Even if a disease such as smallpox is eliminated from your country, it may be alive in another country or in a laboratory somewhere. If one machine has a worm, it will continue to try to spread itself. Every last copy must be eliminated from the entire planet to stop it and that is really hard to do. The best that we can do is to use anti-virus software that continually checks our machines for viruses. 


The protection of the Internet is really a local event. Everyone must do their part on their own machines. The authorities are up against a hidden enemy since finding “patient zero” is really beyond our collective capabilities at the moment. There are web sites that display attacks around the world in real time. They can get a sense of where a particular worm may have started, but that is a far cry from knowing who wrote the worm and/or let it loose. The future looks interesting.

                          Bob can be reached at bruen@coldrain.net

