Full Disclosure of Computer Software Vulnerabilities

As another worm makes its way around the Internet, and both Homeland Security and Microsoft warn of an impending major attack of Microsoft machines, the issue of what is called “Full Disclosure” is raised once again. The issue has been around for a long time, clearly unresolved. The basic problem stems from people who find vulnerabilities in operating systems and applications making public not only the problem, but often supply the computer code to exploit the vulnerability. The struggle is contentious with a lot of name calling, but very little progress has been made. This is not for a lack of trying. There is a fundamental difference of opinion about free speech and its consequences.


No software is without bugs. Sometimes the bugs are annoyances, which prevent your application from working correctly, however sometimes the bugs allow malicious people exploiting the bug to take over your machine or cause some other damage.  Software vendors are continually fixing existing programs to eliminate bugs. Unfortunately, there are many bugs, especially if the software is large or complicated. And just as unfortunately, new bugs can be introduced when fixing an old bug. The person responsible for maintaining the computer or computers needs to add patches all the time. Generally there are too many fixes to install, so they wait for a package with a large number of fixes, which hopefully have all been tested, at one time.


The vendors are in a race with researchers and hackers who find software bugs. As soon as the vendor is aware of a problem, someone starts working on understanding the problem and preparing a fix. This process can take a few days or a few weeks, depending on the problem. In the meantime, some cracker (a malicious hacker) has let loose a worm on the Internet, which only needs a few minutes or a few hours to spread to millions of computers around the world. The vendors almost always lose, as do the computer users.


The vendors have tried numerous tactics over the years, with very little success. Recently a group of vendors led by Microsoft have formally come together to try to appeal the ethical sensibilities of everyone to give them some relief. They have a name (Organization for Internet Safety), a web site (http://www.oisafety.org) and a document

(Guidelines for Security Vulnerability Reporting and Response Process ).

The document was made public in April, along with a public comment period, which ended at the beginning of July. The new version of the document has been made available based on the public commentary and it was presented at the well-known security conference, the Black Hat Briefings on July 30. This is an important meeting for the issue because the conference is generally made up of the very people the OIS wishes to persuade to follow the Guidelines. 


The original draft document was 37 pages, the new version 1 document is 36 and the public comments ran 52 pages. The public comments did not always contain comments which were deemed irrelevant, for example, someone sent a bibliography and others were simply rude without any constructive comments. The issue has not been settled, but it appears that the dialogue has improved. Many of the researchers have expressed concern that the vendors will not respond to problems without pressure and many vendors feel that it would be in everyone’s interest is there was an agreed upon time between notification of the vendors and publication of newly discovered vulnerabilities. Often hackers are looking for headlines, a motivation to make the exploit available without telling the vendors at all.


There are many stakeholders in this issue. Of course the vendors, hackers and legitimate researchers are obvious, but there are also businesses, consumers, system managers, users, educators and students as well. Anyone who uses computers is affected by the full disclosure issue.  Recently, the University of Calgary in Canada took a lot of heat in the media because they were offering a course in virus writing for their advanced computer science students. There was pressure to eliminate the course as if censoring the University would halt the process of virus writing. The critics forgot that if we are to have defenders against the virus writers, we need to teach them how it is done. It is something like taking weapons away from our military because we do not like guns, then sending them into battle with an enemy who has guns. Our defenders need to be the best. The best in this case is an expert.


We all cringe a bit when the Web is under siege from a new worm, but hiding from a problem rarely is helpful. We also cringe a bit when we find out that an automobile producer admits to defect in one of their models, but we have governmental and legal processes to handle the problem. Manufacturers might announce a recall or perhaps someone sues them or maybe the government enforces a regulation. Over time our automobiles have become safer. Probably the biggest fear the vendors have, even more than the premature release of damaging information is that they will be subject to the same processes. The vendors want the spread of negative information, but they do not want laws or regulation put into affect that will subject them to the same sort of oversight and scrutiny such as the automobile industry has to cope with. 


There are several mailing lists that support full disclosure. Two of the best known are bugtraq (subscribe at http://www.security-focus.com) and full-disclosure (subscribe at  http://lists.netsys.com. Bugtraq, the original full disclosure mailing list, has been around for about a decade and does not apologize for publishing exploits.


The issue is heating up and will persist for a while to come. You will have to make up your own mind as whether it is a good idea or not.

Bob can be reached at dvn@coldrain.net

