Update on the Law and Technology.
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Changes in the law often means slow going in our country, putting it far behind social, cultural and political changes. Although it eventually catches up, the legal changes do not always make sense, which provides more material for future changes. In the past couple of months there have been several significant technology related changes.


For most of us one welcome change has been the availability of DoNotCall.gov, the web site that serves as a national do not call source for telemarketers. If you are tired of telling each marketing caller: "Please put me on your do not call list," now you can use the web to enter in your phone number just once to stop all of them from calling. Well, almost all of them. There are exceptions, such as the politicians, who seem to exempt themselves from almost every law they write. They can still call you to ask for your vote or your money. Charities may still call you and any business that has a relationship with you can still call. This opens up a lot of doors, for example, your phone company, your credit card provider or anyone else you may have purchased from. Marketers still have other avenues to get your attention, including spam email. 


This national Do Not Call web site brings a number of interesting issues to the table. It is technology in use because it is a web site. This was not possible six or seven years ago. Moreover, it is a government web site, which means they are catching up. The way it works is interesting. You are required to provide an email address because they send you a confirmation email that you must respond to within 72 hours or you will not be added to the Do Not Call list. They promise that this email address will not be used for anything except to confirm your request, however they will save it. No one knows what will happen to that database three or fours years from now, but for now, the service seems to be very popular.


Californians now have a law that requires any business that has a database of consumer information to make public if they discovered that someone had compromised that database. This is a reaction to the significant increase in identity theft and the general reluctance for businesses to make such thefts public. If a thief can steal your credit card information from a company you purchased from, that thief has a lot of information available to use to steal even more. There have been cases where stolen databases contained over 100,000 credit card numbers. The victim companies do not like the negative publicity for such an incident. Even if you have used a secure connection to place a credit card order over the Web, your security disappears if that business does not protect its database from theft. Now if your company does business in California or has information on a California citizen, you are subject to this law. Senator Diane Feinstein (D Calif.) has introduced a similar bill for a federal law, but it is weaker, for example, it limits the ability of consumers to sue.


On another front, the US Supreme Court has upheld the right of the 

Federal Government to require libraries and public schools to use filtering software on computers. The libraries and schools may refuse to use filtering software, but they run the risk of losing federal money if they do not use such filters. The law under scrutiny is the Children's Internet Protection Act of 2000 (CIPA).

The purpose of filters is to prevent children from accessing sites deemed undesirable.  While this sounds like a no-brainer, things are not what they seem. The legal problems are complicated, but the technical issues are not. The filters simply do not work correctly and cannot work as advertised.


The main problem is that the filtering is done using specific sites selected by the companies that sell the software and by the person who runs the software. Those companies make mistakes and may select sites that should not be filtered according to your standards. They use key words to select out some sites, which does not work because words in any language often have more than one meaning. The word "gay" is one of those words. Assuming you wish to prevent your child from visiting a homosexual web site, you may also keep your child from visiting a site in which the original meaning of the word (happy) was used. There are also sites where, for example, the name Gaynell Smith is abbreviated to Gay Smith. Her personal site would be filtered out for no reason. Another well-known example is the word "breast," used to filter out sexually explicit sites, but also it filters out any site dealing with breast cancer, breastfeeding, anatomy and some poetry sites. 


The issues surrounding filters have been aired for several years, but now the law supports the withholding of federal funds from local agencies for not going along with bad technology. This will certainly cause a new set of problems. Several justices dissented recognizing the censorship nature of the law, but they were in the minority. Now even adults in public libraries will be subject to the filters. Although patrons can ask to have them removed, it is not simple to do so. 


The last legal change is the activation of the Health Insurance Portability and Accountability Act of 1996 (HIPAA) this past April. Everyone should look at the web site: http://www.hhs.gov/ocr/hipaa/ to learn how this affects us. The Federal Government has provided a considerable amount of information on the law and its impact. The purpose is to protect our medical information and encourage the use of electronic means to improve efficiency among health related agencies. 


When you visit your physician for a checkup, information about you and the checkup are recorded. This information has been available to insurance companies, laboratories, pharmacies, drug companies, employers, hospitals and others.  We generally expect that our medical records are confidential, but up to one hundred people could see you records if you had surgery. For example, social workers, nurses, transcription services, high school kids working in the pharmacy and so on. HIPAA was intended to put a lid on this, but everyone needs to understand why it is important and how it is supposed to work. 


We can expect the legal and technical worlds to continue to interact in ways that will affect us.  It is all part of the diffusion of technology throughout the world and deep into our individual lives.
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