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Have you ever been unable to find something until someone else says: “It’s right in front of you” and you think, “Oh yes, there it is, how did I miss it?” This is how steganogrpahy works, except that the point is to prevent you from finding it.  There are two stories from Ancient Greece that further illustrate this. The first is the one where a king had the head of a slave shaved then wrote a message on his head. After his hair grew back he sent him off to deliver the message. The second story is about the wooden tablet with a message written on the wood surface. The wood was covered with wax with another message written into the wax that was rather ordinary.  In both cases the secret message was there, but invisible.

What does all this have to do with modern technology? Quite a bit, actually. The principle is the same: hide the secret message in plain sight. Encryption makes a message unreadable without the key or some very good code-breaking techniques. Steganography, called stego, does not require encryption, although stego and crypto could be used in combination by first encrypting the message then hiding it.

One of the more well known uses of steganography was just after 9-11, when there were rumors of messages hidden inside of pictures available on the Web. No official source ever confirmed this, but there is evidence now that there are such images, however the source of the images is not known. How do we know this? It has to do with how images are created and how stego uses that information.

When you put a digital image onto your computer by scanning, a digital camera or some other method, a file is created that has information that tells a display program what to show. Your television works in a similar manner. The electrical signals come from your cable TV source (or antenna) with information that the TV interprets and displays the image file usually has just one image within it. Your screen has dots called pixels (picture elements) on it defined by the resolution. If you have monitor with a resolution of 800 x 600, then you have 800 pixels across your screen and 600 pixels down. This forms a matrix containing 240,000 total pixels. The pixels are so small that you do not see them individually, but instead you see a picture. Each one of these 240,000 pixels is represented by a set of bits that tells the monitor to display so much red, blue and green so that we can see a wide range of colors.

Since there are so many bits and we humans can only see just so much of a difference in colors, not all the bits are used. One stego method uses these unused bits, say, for example, just 1 bit in every 24 would be used for a secret message. Many image files are millions of bytes in size. Since a byte has 8 bits, there are 8 million bits in a one megabyte file, there is plenty of room to hide messages. The image would look the same to you after the message was inserted. All you have to do now is post the message on some public place and let your recipient retrieve it. Since only your intended reader knows what bits have the secret message, only that person can extract it and read it. Of course, you would have had to have exchanged certain information first, such as which bits were used, where the image would appear and what image it would be. After that you could post a new image every day with a new message. This was the method that was rumored to have been used by terrorists to communicate around the world.

There are other methods and there is free software available if you want to try it for yourself. It is not illegal and can be fun. Moreover, stego is related to digital watermarking. Some people do not want their images used without permission, so they are copyrighted. If they are posted on the web, anyone can copy them for free. One way to protect the images is to put some identifier within the image which does not alter what you see when you look at the image, but with proper tools, you could expose the information to prove that the image was yours.

This stego technique and digital watermarking approach can be used in audio files just as easily because bits are used to represent sounds and unused bits become targets for stego bits. There are other stego techniques that can be used to hide information with executable files, Word documents and other file types.

A word of caution, stego techniques are not as robust as strong encryption. Tools have been developed to analyze image files to see if there are anomalies in the distribution of bits and the signal to noise ratio. JPEG, GIF and other image file formats have a range of  bit usage such that variations caused by unsophisticated stego tools will be noticed. The game is afoot, though, as the stego writers are trying to create methods that the stego breakers cannot break. It is the type of game that will continue for a long time. There are those who call stego “security through obscurity,” with some contempt because stego is not serious encryption, but all things have their place.

There are a number of web sites with more information, as well as free and cheap software. One site is www.stegoarchive.com, which sells a CD with software on it, but also has links to free software. There are links to sites that have watermarking information. 

Another site with links to free stego tools is http://www.jjtc.com/Security/stegtools.htm. These two sites should provide you with hours of entertainment, but if you want more, you can always try searching on google.com..
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