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The New Technical Face of Warfare

The war in Iraq has brought us a step further in cyberwarfare. The dramatic coverage by the news media has taken a front row seat to the war itself. We are able to watch Baghdad live as it is being bombed as we watch reporters using videophones while sitting on tanks racing through the desert half a world away. Much of this war is about technology advances in terms of not only weapons, but communications. For the first time, the commanders of various operations are situated in different locations, some in other countries, instead of in the same “war room.” This is only possible because of technology such as networking.


Stepping back from the war itself, the news coverage is overwhelming, because it is live, looking at the action as it happens. Not all the action is something we want to see. It is this fact that is the source of the issue at hand. We are all used to news agencies like CNN. Every news agency in the world is represented in the Middle East, including a new player, Al-Jazeera, an Arab news agency. It represents he Arabic point of view, not the American, European or Asian point of view. Al-Jazeera has broadcast images which the US would like suppressed, such as POWs, bodies of US soldiers and civilian casualties. CNN and the other networks have adopted the position of not broadcasting such images. Al-Jazeera has not. The US has no control over them, so now a war for public opinion has broken out.

The new wrinkle in all of this is the hacker. Since Al-Jazeera publishes on its web site as any modern news organization does, they have a new vulnerability. The very network they depend on to publish their work is now being used against them. On March 27, it was reported that the Al-Jazeera web site had been hacked and an American flag put up in its place. It was also reported that the traffic going to Al-Jazeera was redirected to another site. The Al-Jazeera web site was off the air.


During the bombing of Kosovo when the US accidentally struck the Chinese embassy, there were reports of web sites being hacked, such as NATO, from unknown Chinese sources. These were largely ignored because there was no real harm. The sites were restored fairly quickly. The attacks on Al-Jazeera are causing real harm. Whether or not you like what they say, in America, we have freedom of the press. We get upset if we think we are loosing this precious freedom. As of this writing no one has taken responsibility for the attack on Al​-​Jazeera, therefore it could be anyone. It could be a single individual or a military action or a government action. No matter who is actually responsible, it could still be any one of them the next time. 


The technology allows almost anyone an opportunity to enter into the game. It costs only a small amount of money and some knowledge. The amount of resources being poured into the physical war is almost beyond comprehension, yet in the cyberwar, one lone individual possibly has almost wiped out an international news organization. Regardless of your opinion on Al-Jazeera, the war in Iraq or anything else, you have just witnessed the realization of cyberware.

The Internet offers us wonderful things, but it also offers us things we would rather not have. It gives us a target as well as a weapon. The fact that we now value the Internet is precisely why it is a target. The most important aspect of the Internet is that it provides an extraordinary communications medium therefore the most valuable target is the communications flow. If we view the Internet as simply new and fun technology, its value is not very high, thus no real reason to attack it. However, now that it provides a valuable communications channel, there a reason to attack it and the attacks are underway.

There are three main types of attacks. First is to prevent communication from flowing from the source. The second is to prevent the audience from receiving the communications. The third is to modify the communication. Al-Jazeera seems to have been plagued with all three. When the audience visited their web site, they were greeted with an American flag, most certainly not the message Al-Jazeera wanted to send. The web site was "hacked" or "defaced." They also suffered from a Denial of Service attack where when someone went to their web site, they were redirected to another web site. The reported method was a hack of the Domain Name System (DNS). When you type in a web address (URL) into your browser, such as http://www.aljazeera.net, software checks that name against a database with the name and the numeric address of the machine that hosts the website. It is just like if you look up someone's name in a phone book to get their phone number. DNS cache poisoning is a hacker technique that changes that phone number so you would get the wrong number.  The audience ends up at a different site, so two problems occur, the audience cannot get to Al-Jazeera's web site and Al-Jazeera can not get its message out to its audience. 

  This scenario can be replicated for any web site. It has happened to sites like Yahoo, and the FBI. The FBI took down their site then, after beefing up security, put its site back on the air. Their livelihood did not depend on their web site, so the damage was limited to embarrassment. Al-Jazeera represents an alternative news source for everyone and it is part of their livelihood. The concern is not is not so much for Al-Jazeera, but for the general principle of web based news reporting that can be disrupted so easily by so few. The new style of warfare is one in which we will all lose reliable and accurate information from different points of view.  You can count on an escalation of this style of warfare in the future – just wait until someone realizes that satellite communications in not much different.
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