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Privacy and Databases
Financial, medical and personal information are the most obvious targets of those who would invade our privacy, but there are more areas we want to protect. We are used to having our homes be private, for example. We are also used to traveling without someone snooping into our plans. And, in spite of television and movies, we like to think our communications are private. We believe this because we have constitutional guarantees as well as our experience. We notice if someone follows us, for example, or we eventually find out if someone used our credit card without permission. However, technology offers us new ways to spy on each other without being so blatant. Some of the new tools are introduced as a new convenience or protection.

At the end of February, a news story broke that sometime soon the airlines would be performing background checks on everyone who purchased an airline ticket. A threat level designation would be printed on the ticket. If the prospective passenger was labeled as problem, then a more thorough search would be done before boarding the plane. If the designation were at the highest threat level, then that person would not be allowed on the plane at all. The rationale is clear: to prevent terrorist attacks from on airplanes, something we can all agree with, but a closer look at the technology and privacy aspects are in order.

First, how will the checks be done? Generally through existing databases like financial, criminal and specialized government databases. One of the biggest problems with databases is data integrity. Mistakes of many kinds can creep into a database, with a rise in probability as the database gets larger. Detecting and correcting errors is very difficult, a fact well known to anyone who has experienced an error in their credit report. Errors range from inadvertent, simple typing mistakes to major, deliberate falsehoods, with a lot of other possibilities in between.  If you were involved in a dispute with a creditor who reported you as a bad credit risk, when in fact you were not, you cannot get that report deleted. You are only allowed to enter in your side of the story. The truth of your credit worthiness in not considered important, just what is reported. This is not a technical error, but it will be in the database. 

If you think about all the potential databases that could be used, it becomes a bit overwhelming. There are databases in the IRS, Immigration Services, educational agencies (student loans), welfare, military, and on and on. The probability for error is high with no apparent way to prevent innocent people from being unjustly treated. The number of databases brings up more technical problems, those of extent and aggregation. How many databases will be searched before any single person will be allowed on an airplane? What kind of information will be sifted through before labeling each of us as acceptable? Does it really matter that I was late on credit card payment in order to fly? These questions are important at the outset, but even more important down the road. Once the program is in place, it becomes easy to add one more place to check until everything is checked. If many or every possible database is checked and collected, we have the aggregation problem where all known information about each of us is in one place. This can be a helpful tool for law enforcement, showing if a person is living well beyond his means using, perhaps, illegally obtained cash.  It could show if someone is illegally collecting welfare payments or any of a number of other red flag situations. On the flip side, though, is the question of whether or not all information about everybody should be available and to whom it would be available. My guess is that you and I would not have access.

President Bush announced in his State of the Union address the creation of the Terrorist Threat Integration Center (TTIC), an extensive data collection project to pull together as much information from as many sources as possible. There were quick comparisons made to John Poindexter's recent, controversial Total Information Awareness (TIA) project, which Congress has tried to slow down because it amounts to a domestic spy campaign. Databases are being pulled together as new ones are constructed because the technologies to handle such massive amounts of data now exist. As a point of reference, the population of the United States is approaching 300 million people. Each is us has a social security card, as did many of those who came before us, a large database by itself, but only one of thousands of databases with information in it. The technical issues such as disk storage, processing power, network bandwidth and software have progressed to the point where enormous, distributed databases are feasible.

The issue of security vs. privacy is still being debated. There are arguments on both sides, but ultimately we have to make some serious choices. The pro arguments center on efficiency and security. It is certainly true our governments can operate more efficiently with technology, in this case databases. And it is just as certain that our freedom depends on or security, so we want those who protect us to have the best tools possible. On the con side, history has shown that time after time, whenever governments get hold of new, powerful tools, sooner or later, someone will abuse them. If you are not convinced of this, take into consideration your social security number. Printed on older cards is "For Social Security and Tax Purposes - Not for Identification." Newer card do not have that line because the SSN has become a de facto national ID number, appearing on every financial transaction you engage in.  Now the introduction of the once feared national identity card is discussed openly. You can be sure that your SSN will part of your plane ticket and permission to fly. What's next?
