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Privacy in the 21st Century


The relentless progress of technology brings much that is good and much that is evil. There is little anyone can do about the dual nature of progress of any kind, for whenever a new tool is created, we humans can choose to use the tool for either good or evil. Automobiles, for example, can be used to transport us to work or school and to bring the sick and injured to the hospital. They can also be used as get away vehicles for criminals and as a means to take the life of someone, as in a drunk driving incident. In the same way, the advances in computer technology can help us to work more effectively and efficiently and those same advances can be used to invade our privacy. This is the first in a series of privacy related columns.


Computer technology at the abstract level can only perform a few basic functions, such as memory and calculation. Memory features are data capture, storage, organization and retrieval. These are the same capabilities we have.  We can hear a fact, remember it, associate with other facts and pull it out of our memory at the appropriate time. Computer technology enhances these capabilities to almost limitless levels, bounded only by money. Many corporations have the money, as do our various governments. Businesses want to know about us to determine whether we can afford their products or if we even want their products. Every time you use your store card to get a discount that purchase is recorded somewhere.


For the most part, no one pays much attention to that dollar that was saved, but the transaction was stored in a database somewhere. Once a piece of data has been saved, it can be looked at and associated with other data. On the large scale, a store with many locations can see that a particular product has been purchased in a pattern by time and location or even by sale price. The shelf can always be full because someone knows that on a particular day, a certain number of the products are purchased. In this way, the store can offer better service to its customers.


On the down side, however, the data can also be organized and retrieved to look at the buying habits of a particular customer. While most of us do not mind the store knowing when we buy quarts of milk, the information can be used in other ways. There was, for an example, a divorce case in which a spouse used the purchase records to show that the other spouse was an alcoholic in order to gain custody of the children.  The records could show that you were in a particular location at a particular moment. If you used a chain store in different locations, then your movements can be tracked over time. Again, seemingly unimportant, but this is only one small database among many.


In the book Database Nation by Simson Garfinkel, many different databases are described. Not only in the grocery store, but the hardware store, the clothing store, the bookstore and any other place where you purchase something. If you do not use a discount store card, you probably use a credit card. How private are your credit card records? If you have problem paying your credit card bills, or any other bill, your credit rating gets a negative entry. This is another database with information about your credit rating in general, whether good or bad, your financial information is stored for anyone to look at.


The main companies that keep such credit information are Trans Union (www.tuc.com), Experian (www.experian.com) and Equifax (www.equifax.com). There are also a number of web sites that will assist you in getting your credit reports and other sites that are looking out for our privacy rights (www.privacyrights.org)


Another important organization that is bit less obvious is the Medical Information Bureau (www.mib.com) in Boston. The medical insurance companies provide your records to them, as well as retrieve information about you from them. The stated operational rules are that the information only goes there when you leave your job and it stays for some number of years. When you apply for a new job, the insurance company for the perspective employer can look up your medical information. You may be rejected for a job based on this information, but never know it. The information provided is only a letter code without the records, but the code could indicate you had a heart condition or had cancer, which would be enough. You can find out from the MIB if you have any records stored there, just as you can get your credit reports. You need to file a request and pay $9.00, unless you can show that your suffered adversely from the information MIB provided, such as being refused a job.


There are a large number of databases containing information about each of us, some well known and some hidden. Probably we all want to know who has information about us and what they are doing with it. One of the best reasons is to be sure that the information is accurate. Large databases are difficult to maintain in terms of each small bit of data. An incorrect date or a false report can cause unexpected difficulties. A fast growing crime is identity theft. Criminals can use credit reports of victims as a starting point. Sometimes they simply ask for the information and sometimes they steal it from companies who obtained it legally. You can help protect yourself by requesting your own reports and finding out whom has asked for your reports. 

                   Bob can be reached at dvn@coldrain.net

