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Cookies Are Not Just for the Holidays

Everyone likes holiday cookies, but when shopping on line or just surfing the Web, cookies are something you need to know about. They are not anything to cause fear, but it is always better to understand what they are so that you can make informed choices. Cookies are small files that the web site you visit leave on your machine. Not all web sites use cookies, but many do, especially if they are trying to sell to you. In general, web sites are not allowed to place files on your local computer. This is a security feature to protect the users. The exceptions to this rule are cache files, cookies, specific permission that you give, and of course hackers. 


Cache files are copies of the pages you look at. These copies will load more quickly the second and subsequent times you look at them because they are already on your machine. The first time you look at a page, it needs to be loaded from some other site across the network, which could take a while. There is security built in to keep the cache files in a particular folder which does not permit any writing of files elsewhere.

You might give permission for a web site to download files to your disk and perhaps even execute some program. It is expected that you would know why this program or file would be allowed on your machine. However, it is often the case that you are not told that this program which allows you to listen to music or watch a video, also is watching which web sites you are visiting, then reporting back to someone else. This is the sort of thing hackers do, but legitimate web sites do as well.


Cookies resemble these files only in that they are put on your machine's disk by someone else. Cookies came about as a way to get around a basic feature of the web. When you click on a hyperlink or a button to view a web page, your browser contacts the distant site to ask for a copy of that page. It is then placed in cache with not further contact with the web site. You can scroll through the page and reload it without any intervention from that other site. You can even disconnect from the network without losing the page. While this is fine for the user, it causes problems for the web store. For example, if you are shopping at a site, you may want to have them keep track of the items you are buying as you look at other items. It is convenient for them to keep track of your credit card number, your name, and your shipping address. If the site looses track of you each time you look at a new page, none of this will be possible,


Your visit to a web site is called a session, originally only one page for the time you were downloading it. Cookies permit the session to be as long as necessary by maintaining the state of the session while you move to different pages. Cookies will enable the distant site to know who you are every time you connect, or least they will know your machine. The next time you connect, that web site will look into your cookie folder to see if one of their cookies is present. If it is, they will read it and compare it to a database of cookies. This database contains entries for cookies which they have left on the machines of everyone who has visited their site. The database entry will be connected to the information in the cookie. They really do not know about you, just what you told them, and of course information about your machine.

Cookies are simply files in folders on your disk. You can look at them and delete them. You may even decide whether you wish to allow a site to leave them. If you open up Internet Explorer (IE), click on Tools, then Internet Options, you will see the dialog box for IE configuration. Under the General tab, there is a section for Temporary Internet files. There are three buttons: one to Delete Cookies, one to Delete Files and one for Settings. Clicking on Settings brings you to another dialog box which has a View Files button. Clicking here will show you a list of your cookies. The cookie files can be opened using a text editor like Notepad or WordPad. 

Every web site decides what will be in this file and what it all means. Here is a cookie file I got when I visited Google, the search engine.
PREF ID=6f0d7b42631c4e9a:TM=1036774038:LM=1036774038:S=I2qok3jbGensHMio

google.com/1536 2618878336 32111634 2697984320 29525830 *


You can control your cookies by the following: Tools -> Internet Options -> Privacy. Once there, you will see a vertical slider with six settings, the lowest level of privacy is to accept all cookies and the highest level is to block all cookies. In between there are various options, because cookies have become complicated. They can come from the web site you connected to originally plus another third party site that you may not know about. You can choose to block these third parties. Many web sites have privacy policies, but not all of them. You can choose to block those which do not have policies and which will use your personal information without your consent.

If you click on the Advance button, you get a dialog box which allows you to choose between three options for both first party and third party cookies: Block, Accept or Prompt. The prompt option will put a dialog box whenever a site attempts to place a cookie. You can decide to accept the cookie or not.

There is one more interesting button: Edit. With this option, you can enter in specific web sites that will always accept or block no matter what the general policy is. In the end, you can manage cookies however, if you block them for some sites, you will not be able to use that site. If you manage them carefully at least you will always know who is leaving cookies on your machine. 
 Bob is happy to accept questions about technology at dvn@coldrain.net  

