Homeland Security and Cyberspace

After the tragedy of September 11, President Bush proposed creating an agency called the Office of Homeland Security to become an umbrella organization for the uncountable existing security departments throughout the federal government. One part of Homeland Security deals with Cybersecurity. While the Office of Homeland Security is not yet approved by Congress, efforts are still underway to develop a national policy for cyberspace security. Richard Clarke is the designated point man for President Bush to oversee the new policy creation. His official title is Special Advisor to the President for Cyberspace Security and Chairman of the President’s Critical Infrastructure Protection Board.


He has been traveling around the country holding town meetings to get input from various security experts and other interested parties. He was at MIT in Cambridge MA on October 16th. The meeting was moderated by Jeff Schiller, MIT’s Network Manager, Director, Internet Engineering Task Force (IETF) and Security Architect for MIT's Information Technology Architecture Group (ITAG).  Besides Mr. Clarke, there were two other members of the panel, Gary Beach, Group Publisher, CXO Media Inc. (Publisher of CIO and CSO magazine) and John A. Grossman, Assistant Attorney General/Chief, Corruption, Fraud and Computer Crime Division, State of Massachusetts. Each member of the panel gave a short presentation of their views and interests related to the cybersecurity problem, then the floor was opened up the audience to ask questions and make statements. 

Many of the audience were concerned about the loss of privacy with new security regulations that were under consideration. There seems to be no good answer available at the moment as to how much privacy may be lost to gain protection from terrorism. Concerns about new government regulations and new laws were raised, as well. Surprisingly, many citizens are encouraging new laws, while Mr. Clarke said his goal was to do without more laws. He wants the various private sectors to police themselves when it comes to securing their computer and network infrastructure. Many computer security experts, such as Bruce Schneier of Counterpane Internet Security, Inc. (http://www.counterpane.com), have moved from opposing government intervention to supporting new laws to punish certain hacking activities. They believe that times have changed in such manner that we can no longer depend on self-regulation.


The issues of cybersecurity have been considerably well-publicized in the media. The main stories center around email viruses, denial of service attacks and hackers breaking into computers. These are serious problems for businesses that cannot conduct business during the attacks, but the new worries are much more serious. Most of our power plants, water purification systems, air traffic control systems and other infrastructure operations are controlled by computer systems. If these are compromised, we will have much greater problems than if we can not purchases something on line. The federal government set out to find ways to protect our national infrastructure after 9/11 only to discover that about 90% of it is owned by private industry, not by governmental agencies.


As a result of this realization, the federal government has begun to reach out to local governments, industry and academia to form alliances. Mr. Clarke’s visit is part of this effort, as is the publication of a document in September called “The National Strategy to Secure Cyberspace. It is a draft document for which the government is soliciting comments. It is on line at http:// www.securecyberspace.gov. Although it is over 60 pages long, it is important for as many people as possible to read it and make comments. The final policy will affect all of use for a long time to come.  While the policy may not make everyone happy, it should be recognized just how much of a step forward for the federal government this is. Technology is not one the government’s strength – it took the events of 9-11 to jumpstart their thinking.

The Critical Infrastructure Protection Board (CIPB) was created by a presidential Executive Order in October of 2001 to start the process of creating strategies that will ultimately protect our country’s well being. It is a very broad mandate for any group to undertake, which is reflected in the document. The critical sectors are identified as the Federal Government, State and Local Governments, Higher Education and the Private Sector, each of which is large and complex. The federal government has many challenges trying to coordinate agencies, such as designating the lead agency and getting agencies such as the FBI, the CIA and the NSA just to talk to each other. Private industry has its own challenges, especially when one considers that many businesses are competitors who do not want to cooperate to begin with.

Our country has faced many great challenges with success. The securing of cyberspace for the future is one of them. The Internet has provided us with capabilities that were science fiction a decade ago. It has also brought problems that must be solved if we are to continue to develop new capabilities. For example, now that wireless technologies help to free us from a cable connection, there needs to be methods created to give us security while using them. Terrorists and criminals are learning to use the new technologies faster than the law enforcement agencies can learn them and faster than computer security professionals can come with ways to make them secure.

One of the wonderful new abilities is the ability of the average citizen to go to a federal government web site to read and comment on proposed laws, regulations and policies. This helps to keep our democracy alive. One part of the proposed policy document describes what each of us can do in our homes to help protect ourselves. It also points out why it is important for each of us join together if we are going to secure cyberspace.   
