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One of the most popular television shows is CSI, in which a forensics team investigates a crime scene looking for hidden clues. They look for fingerprints, blood samples, DNA in some form, tire tracks and any other physical evidence that might lead them to the identity of a suspect. Television programs like this have been around for many years, many of them centered around medical forensics that helps provide the cause of death in a murder case. It all makes for great television entertainment. It also leads to arrests and convictions of criminals.  

Today we live in a world of technology, providing us with a new place for forensics work - the computer. Most of us have some access to a computer somewhere, at home, at school, at work or at the public library. We use it to surf the web, send email, write documents and many other things. In fact, so many of us computers for communicating and remembering our thoughts, that there is now a vast store of information stored all over the world in places we never about before. This vast storage is where the computer forensics investigator searches for clues. The storage may be the hard disk on your home machine or it may be in a larger vault of files in your employer’s back room. Few people realize that when you send email to a friend in California, the email passes through lots pf other computers along the way. Some of these computers may save a copy of the email. Your friend’s computer may be at work, so the email may be saved on that computer’s server. That copy may stay around for a long time.

 While the paperless office has not really come into being, much of the world is stored in electronic format. The personal computer has been around for twenty years and mainframe computers for much longer. This means that for decades people have been typing letters, memos, plans, reports, financial data, etc. into electronic forms of one kind or another.  The Internet has been in the public consciousness for about seven years and used earlier for many more years by academics and researchers. Thus, various forms of communications from all over the world have also been stored in bits. It is unlikely that anyone really knows just how much information is stored, but it is substantial. So much, in fact, that a critical mass has been achieved to make it a good source for evidence in criminal and civil proceedings.  Because computers are capable of storing ideas in many forms, the written word, sound, image and video, all real or imagined, it is not only a good source of evidence, it is now a required source of evidence. 


Let’s say that you are surfing the web from the privacy of your home, but some reason, someone else becomes interested in what you were looking at on the web. They look at the log files that show where you visited. Does this matter? It might. Take the case of Michael McDermott of Massachusetts.  He was the guy at Edgewater Technologies, who in December 2000, who killed a number of his co-workers over a battle with the IRS.  During his arrest, his computer was seized and examined. The forensics analyst discovered that he had log files, which showed he had visited web sites that explained how to fake insanity as a legal defense. Since Mr. McDermott was using the insanity defense, the prosecutor was able to ask him about these visits while on the witness stand. The jury ultimately rejected his insanity defense. He had left important information on his computer without realizing what would happen later on when the forensic examiner dug around in his files.


Another story that has been in the news over the past few months is the Enron story of shredding documents. Their auditors tried to destroy evidence by destroying the paper copies of memos, reports and financial statements. They seemed to have forgotten that every one of those pieces of paper was most likely produced on the computer using Microsoft Word or Excel or something similar. As a result, there are copies of them, probably several copies, on various computers. Worse yet, copies of emails and other such communications are there as well, which probably wouldn’t have existed before computers.


Email is showing up in cases all over the place. For example, Henry Blodget, an analyst at Merrill Lynch had written in email that a particular stock was not worth anything, but he had publicly stated that it was good buy. That email cost Merrill Lynch about $100 million dollars in fines. The two Americans involved with Al-Queada, Richard Reid (the shoe bomber) and John Walker Lindh (the American Taliban), both have incriminating emails that were discovered by forensic examiners.  Email and web surfing records are becoming so commonplace in legal entanglements, so they are even being brought in divorce case. Your soon-to-be-ex-spouse may have left information on a computer that can be used during the divorce proceedings. Whenever you leave an electronic fingerprint, the new breed of forensic investigator will probably find it.


After 9-11, the Secret Service was tasked with being the lead agency in electronic crimes. The Boston office has set up a forensics lab in the Tip O’Neill building. This lab is the New England center for computer forensic work for law enforcement. The staff is made up of not only Secret Service people, but many other agencies have placed people there. They are heading a large task for known as NEREC (New England Regional Electronic Crimes), holding quarterly meetings to help bring the private and public sectors and academia together to deal with the problems Even in Vermont, there has been a response. Burlington Police Lt. Michael Shirling, the coordinator of Vermont’s Internet Crime Task Force, has been working on training the police on forensics. There is a new world of law enforcement investigation to meet the new world of technology which we all need to learn more about. 

